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est.php?
root@yara VlrtualBox /homr/yara/pa<<1ng/cod1ng# cat /var/loa/apache2/access.log
127.0.0.1 - - [16/0ct/2022:21:48:28 +0900] "GET /test.php?cmd=cd,var /www/html HTTP/1.1" 404 488 "-"

v:92.0) Gecko/20100101 Firefox/92.8"
127.0.0.1 - - [16/0ct/2022:21:48:28 +0900] "GET /favicon.ico HTTP/1.1" 404 487 "http://127.0.0.1/test.php?cmd=cd/var /www/html" "Mozilla/5.0 (X

11; Ubuntu; Linux x86_64; rv:92.0) Gecko/201008101 Firefox/92.8"
127.0.0.1 - - [16/0ct/2022:21:54:52 +8900] "GET /test.php?cmd=11 HTTP/1.1" 404 488 "-" "Mozilla/5.0 (X11; Ubuntu

/20100101 Flrrﬂ)x/‘QZ 6"

"Mozilla/5.@ (X11; Ubuntu; Linux x86_64; r

; Linux x86_64; rv:92.8) Gecko
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import sys
import re
with open('/var/log/apache?/access.log') as fin: # accesslog UfZ €1 7|
accesslogs = fin.readlines
fout = open("/home/yara/parsing/data/parsing.txt” ) # OHAet 2730 MEE txt U M4
for line in accesslogs
splitline = line.split() # accesslog 2IZIER ' 'JE2E =2
userUrl = splitline[6] # 612t url0|22 userurl F=0l HE
relrl = r'\/.#\2.+' # url 4 [ /EHEZ/UEEEHY ]
if re.match(reurl, userUrl) != None: # ETEHAMN INAIEL nonedhd| OHLIZIH txt LM 23]
fout.write("{}\n".format(userlrl
else: # None 2f0[2}H pass
pass
fin.close
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[test.php?cmd=cd/var fwwa/htnl
rootfiyara-VirtualBox: /home/yara/passing/coding# cat /var/log/apache?/access.log
127.0.0.1 - - [16/0ct/2022:21:48:28 +@900] "GET /test.php?cnd=cd/var /waw/html HTTP/1.1" 404 488 "-" "Mozilla/5.@ (X11; Ubuntu; Linux x86_64; r
v:92.0) Gecko/20100101 Firefox/92.0"
127.0.0.1 - - [16/0ct/2622:21:48:28 +8900] "GET /favicon.ico HTTP/1.1" 404 487 "http://127.6.0.1/test.php?cmd=cd/var /www/html" "Mozilla/5.0 (X
11; Ubuntu; Linux x86 64; rv:92.0) Gecko/20100101 Firefox/92.0"
127.0.0.1 - - [16/0ct/2022:21:54:52 +6908] "GET [test.php?cmd=11 HTTP/1.1" 404 488 "-" "Mozilla/5.0 (X11; Ubuntu; Linux x86 _64; rv:92.8) Gecko
/20100101 Firefox/92.0"

- [16/0ct/2022:21:54:52 +0960] "GET [favicon.ico HTTP/1.1" 484 487 "http://127.0.0.1/test.phplcmd=11" "Mozilla/5.0 (X11; Ubuntu; L

4; rv:92.0) Gecko/20100101 Firefox/92.8"

127.0.0.1 - - [16/0ct/2022:21:55:02 +0900] "GET [test.php HTTP/1.1" 404 488 "-" "Mozilla/5.6 (X11; Ubuntu; Linux x86_64; rv:92.8) Gecko/201001
81 Firefox/92.6"
127.0.0.1 - - [16/0ct/2022:21:55:12 +6908] "GET /var/www/html HTTP/1.1" 404 488 "-" "Mozilla/5.8 (X11; Ubuntu; Linux x86_64; rv:92.8) Gecko/20
168101 Firefox/92.0"
root@yara-VirtualBox: /home/yara/passing/coding# python3 textl.py
root@yara-VirtualBox: /home/yara/passing/coding# cat /home/yara/passing/data/parsing. txt
[test.php?cmd=cd/var fwww/html
{test.php?cmd=11
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rule test
{
strings:
Sa = " " nocase
condition:
Sa

"test.yar" 7L, 61B
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Jupload/web. 2cmd=pwd
Jupload/web. 2cmd=pwd

Jupload/web. ?cmd=vi+%2Fvar¥%2Flog%2Fapache2%2Faccess. log

Jupload/web. ?cmd=su+root

Jupload/web. ?cmd=+

Jupload/web. ?cmd=pwd

Jupload/web. ?emd=1s

Jupload/web. ?cmd=1s+%2Fetc¥%2Fsysconfig

Jupload/web. ?cmd=1s

"parsing.txt" 9L, 2698
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root@ha-VirtualBox: fopt/yara/mal

parsing.txt | sort -r | uniq te '.1@

"test.sh” 1L, 57B
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&HX] : fupload/jsp.jsp?cmd=ifconfig
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& Xl : Jupload/web.php?cmd=cd+%2F
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o
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Access.log Y o= GET w29 219 A Ao

[test.php?cmd=cd/var fwwa/htnl

rootfiyara-VirtualBox: /home/yara/passing/coding# cat /var/log/apache?/access.log

127.0.0.1 - - [16/0ct/2022:21:48:28 +@900] "GET /test.php?cnd=cd/var /waw/html HTTP/1.1" 404 488 "-" "Mozilla/5.@ (X11; Ubuntu; Linux x86_64; r
v:92.0) Gecko/20100101 Firefox/92.0"

127.0.0.1 - - [16/0ct/2622:21:48:28 +8900] "GET /favicon.ico HTTP/1.1" 404 487 "http://127.6.0.1/test.php?cmd=cd/var /www/html" "Mozilla/5.0 (X
11; Ubuntu; Linux x86 64; rv:92.0) Gecko/20100101 Firefox/92.0"

127.0.0.1 - - [16/0ct/2022:21:54:52 +6908] "GET [test.php?cmd=11 HTTP/1.1" 404 488 "-" "Mozilla/5.0 (X11; Ubuntu; Linux x86 _64; rv:92.8) Gecko
/20100101 Firefox/92.0"

127.0.0.1 - - [16/0ct/2622:21:54:52 +8900] "GET [favicon.ico HTTP/1.1" 4064 487 "http://127.6.0.1/test.php?cmd=11" "Mozilla/5.6 (X11; Ubuntu; L
inux x86_64; rv:92.0) Gecko/20100101 Firefox/92.8"

127.0.0.1 - - [16/0ct/2022:21:55:02 +0900] "GET [test.php HTTP/1.1" 404 488 "-" "Mozilla/5.6 (X11; Ubuntu; Linux x86_64; rv:92.8) Gecko/201001
81 Firefox/92.6"

127.0.0.1 - - [16/0ct/2022:21:55:12 +6908] "GET /var/www/html HTTP/1.1" 404 488 "-" "Mozilla/5.8 (X11; Ubuntu; Linux x86_64; rv:92.8) Gecko/20
168101 Firefox/92.0"

root@yara-VirtualBox: /home/yara/passing/coding# python3 textl.py

root@yara-VirtualBox: /home/yara/passing/coding# cat /home/yara/passing/data/parsing. txt

[test.php?cmd=cd/var fwww/html

[test.php?cmd=11
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